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Abstract

Cloud based collaborative editors play an important role in many fields and communities
since they allow users to communicate and collaborate to edit shared content using their
mobile devices. Mobile devices are usually cloned in the cloud to minimize computation
cost and energy consumption. Moreover, mobile and cloud interactions lead to online
and offline switching in easy and continuous ways. Nevertheless, the main concern of
collaborative editing research is to maintain the consistency of shared documents leaving
the security of the shared copies out of scope. Thus, appropriate access control models
are needed to preserve the features of collaborative editors when combining mobile and
cloud environments.

In this research, we present a study on existing clone-based collaborative editors and the
current state of the art of the appropriate access control models. This study has raised a
series of existing shortcomings in the security of the clone-based collaborative editors
that have enabled us to conceive OptimAC, an optimistic access control model for
deploying securely mobile collaboration in clone-Based collaborative editors with two
policy designs on mobile side: the regular and meta policy.

We implemented OptimAC and conducted some experiments to examine its effect on
mobile’s storage space and processing time. The results showed that our novel meta
policy design provides better performance efficiency on mobiles’ resources than the
regular design. The processing time required for deducing access rights of the meta
policy is less than 10 milliseconds and requires only lextra byte per shared object to
attach access rights.
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