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ABSTRACT
Privacy is one of the greatest challenges for the future of Internet of Things (IOT), which has
promised to provide smarter and more sophisticated services in our life. This research addressed
this problem by presenting three approaches (SWAPPING, DOUBLE, and BLIND based on
FOG) with different techniques, and providing solutions for most of the limitations and open
problems of previous approaches. This research has paved the way to novel methods for
protection privacy by employing Fog computing and its properties to enhance both the privacy
and the performance level, in addition to supporting new types of applications like the sensitive
to latency. An integrated dynamic model was introduced for collecting all proposed methods in
one framework, which can be used in any IOT system. A survey of privacy approaches of the
IOT with new classification, and to survey of Fog computing were done, in addition to
comprehence comparison between Privacy vs. Security, Cloud vs. Fog. Implementation and
simulation, proposed approaches, confirmed their superiority to others, according to privacy and
performance factors. We believe that our model can be applied to most of real environments in
IoT such as Smart City, Smart Home, Crowd Management, Smart Health, Smart Business,
Location Based Services, WSNs and RFIDs applications, Underwater Sensor Networks, etc., and
that will contribute to developing and enhancing the future of services. Finally, new challenges,

ideas, and applications were suggested for future works in the IOT domain






