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SECURING BIG DATA ON STORAGE AND DURING TRANSMITTING

Big Data security and privacy is a big challenge for both data owner and service providers. Big
Data has become a necessity for business, researchers, healthcare, and government agencies.
However, the tools and technologies that are being developed to manage this volume of data are

not designed to address security and privacy requirements.

Security and privacy of big data becomes challenging as data grows and more accessible by
more and more clients. Large-scale data storage is becoming a necessity for healthcare, business
segments, government departments, scientific endeavors and individuals. Our research will focus
on the privacy, security and how we can make sure that big data is secured. Managing security
policy is a challenge that our framework will handle for big data. Privacy policy needs to be

integrated, flexible, context-aware and customizable.

Our research focused on fragmentation of sensitive data and then encrypt sensitive data based on
the policy of the data owner. We built a framework to receive data from customers, analyze
received data, identify sensitive and non-sensitive data, apply fragmentation, encrypt sensitive
data, and finally, store data. The framework will protect data and secure privacy of the

customers. Different techniques were created to be used in our framework.

We introduced a new framework that protects the data from end to end. Enforcing the
authentication to the data center and then enforcing the policy to the data to be stored and
retrieved. We also enforce the policy to the user actions. Encryption of sensitive data and
applying fragmentation is done too. Auditing model also implemented to audit all actions and

requests to data.

Finally, we evaluated and validated the framework by prototype implementation and applied

test cases to the prototype which showed a successful and target achievement.



